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= ' Smartphone Security Training Module

Wombat’s training
methodology has
Using Smartphones Safely been scientifically
proven to provide

In the age of Bring Your Own Device (BYOD) to work, better results by

organizations are at significant risk because employees

are connecting smartphones to corporate networks and €ngaging users,
creating the opportunity for cyber criminals to access increasing their
valuable data and network assets. The best way to learning retention,

frotectt%/oyr orginikz]ation is ’;oltrain your employees how and changing their
0 use their smartphones safely. 5@ TEnler

Don’t rely on ineffective classroom, video, or PowerPoint
training. To drive lasting change in employee behavior,

your training should be as innovative and effective as the
threats you are protecting against. Wombat delivers just

what you need. Wombat’s Smartphone training teaches employees

safe practices with regard to the security of their
Developed using learning science principles, Wombat'’s mobile phone inside the office as well as during travel
Smartphone Security is an engaging and interactive and leisure activities.

software-based security training module that teaches
employees how to defend against cyber criminals.

In this 10-minute training module, the user learns
through engaging teaching methods, realistic examples,
and interactive practice.

Employees learn the importance of having a PIN

on their phone and how to avoid creating PINs that
are easily guessed. They'll learn to avoid divulging
sensitive information during conversations. The
Smartphone Security training module also provides
When employees make a mistake, or answer correctly, guidelines for selecting “safer” apps, which is relevant
they learn why — immediately — thereby reinforcing the not only to smartphones, but also tablets and
learning, and lengthening retention. computers.

wombok" Smartphone Security

sectrity technologies %o Lesson 1-Physical Security

Physical Security
¢ Securing against theft
¢ Creating a strong PIN
AR o by * Keeping your communications

street at night with his phone £l secure and private
® clipped to his belt. y ““LowRisk High Risk

* Avoiding dangerous apps

Click "Low Risk" or "High Risk"



The Wombat Security
Training Platform

The Smartphone Security training module

is just one of the modules in the Wombat
Security Training Platform that enables security
professionals and administrators to assess
employees, deliver training, track results, and
improve their cyber security posture. Detailed
reports in the platform provide both aggregate
and individual data to drive follow-up training
programs and show improved results over time.

Wombat Core Features
and Benefits

¢ Engaging and interactive training increases end
user participation

e | earning science principles ensure users learn
key concepts and retain content much longer

e Short training modules are focused and
respectful of busy schedules

e Training modules based upon scientific
research in cyber security and learning science

e Cost effective — likely to cost less than
current training

e SCORM-compliant to enable integration with
your Learning Management System (LMS)

e 508-compliant to support people with learning,
visual, hearing, and physical disabilities

&

- Smartphone Security Training Module

Assessment
e Simulated Phishing Attacks

Training

e Smartphone Security

e Phishing Traps and Social Engineering

e Email Security

e Safe Social Networks

e Password Security

e Security Beyond the Office — coming soon!

Reporting

e Completion Data

e Average Score

* Most Missed Items
e User Activity

www.wombatsecurity.com
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